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(57)Abstract 

PROBLEM TO BE SOLVED: To provide an encrypted 
information reproduction method that can strongly prevent 
illegal use of contents information even in the case that a 
transmission stream is partially encrypted and to provide an 
encrypted information reproduction device. 
SOLUTION: All audio or image stream is encrypted at random 
in the unit of frames on the basis of a random number 
generated by a specific generation polynomial and the 
encrypted stream is transmitted. Since flag information or the 
like denoting which stream is encrypted or not is not provided 
in the stream, the security strength against the illegal use of 
contents can be much more enhanced than that of a 
conventional partial encryption method. In the case of 
reproduction, a random number is obtained by the generation 
polynomial known by only a legal user, the encrypted frame is 
identified and the transferred stream is reproduced. 
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* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2. **** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1]A frame which enciphers, and a frame which is not enciphered are determined based on a 
random number generated using a predetermined generating polynomial. Data of a frame determined 
that it will encipher is an encipherment information regeneration method which reproduces a stream 
enciphered in each frame unit. An encipherment information regeneration method characterized by 
reproducing a stream after specifying a frame which is not enciphered as an enciphered frame based 
on a random number generated using said predetermined generating polynomial. 
[Claim 2]Data of a frame which a frame which enciphers, and a frame which is not enciphered were 
determined based on a random number generated using a predetermined generating polynomial, and 
was determined that it will encipher is enciphered in each frame unit, and. It is an encipherment 
information regeneration method which reproduces a stream to which generating polynomial 
encipherment information as which information on said predetermined generating polynomial was 
enciphered was added, An encipherment information regeneration method characterized by 
reproducing a stream after specifying a frame which is not enciphered as an enciphered frame based 
on a random number generated using said generating polynomial obtained by solving a code of said 
generating polynomial encipherment information. 

[Claim 3]Data of a frame which a frame which enciphers, and a frame which is not enciphered were 
determined based on a random number generated using a predetermined generating polynomial, and 
was determined that it will encipher is enciphered in each frame unit. and. Generating polynomial 
encipherment information as which information on said predetermined generating polynomial was 
enciphered. It is an encipherment information regeneration method which reproduces a stream to 
which initial value encipherment information as which information on two or more initial values for a 
random number generation of said predetermined generating polynomial was enciphered was added. 
Solve a code of said generating polynomial encipherment information, and restore said generating 
polynomial, and. A random number which solves a code of said initial value encipherment information, 
restores said initial value, and is generated using said restored generating polynomial, An encipherment 
information regeneration method characterized by reproducing a stream after specifying a frame which 
is not enciphered as an enciphered frame based on said restored initial value. 

[Claim 4]A frame which enciphers, and a frame which is not enciphered are determined based on a 
random number generated using a predetermined generating polynomial, Data of a frame determined 
that it will encipher is encipherment information playback equipment which reproduces a stream 
enciphered in each frame unit. Encipherment information playback equipment characterized by 
reproducing a stream after specifying a frame which is not enciphered as an enciphered frame based 
on a random number generated using said predetermined generating polynomial. 
[Claim 5]Data of a frame which a frame which enciphers, and a frame which is not enciphered were 
determined based on a random number generated using a predetermined generating polynomial, and 
was determined that it will encipher is enciphered in each frame unit, and. It is encipherment 
information playback equipment which reproduces a stream to which generating polynomial 
encipherment information as which information on said predetermined generating polynomial was 
enciphered was added. Encipherment information playback equipment characterized by reproducing a 
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Stream after specifying a frame which is not enciphered as an enciphered frame based on a random 
number generated using said generating polynomial obtained by solving a code of said generating 
polynomial encipherment information. 

[Claim 6]Data of a frame which a frame which enciphers, and a frame which is not enciphered were 
determined based on a random number generated using a predetermined generating polynomial, and 
was determined that it will encipher is enciphered in each frame unit. and. Generating polynomial 
encipherment information as which information on said predetermined generating polynomial was 
enciphered. It is encipherment information playback equipment which reproduces a stream to which 
initial value encipherment information as which information on two or more initial values for a random 
number generation of said predetermined generating polynomial was enciphered was added, Solve a 
code of said generating polynomial encipherment information, and restore said generating polynomial, 
and. A random number which solves a code of said initial value encipherment information, restores said 
initial value, and is generated using said restored generating polynomial, Encipherment information 
playback equipment characterized by reproducing a stream after specifying a frame which is not 
enciphered as an enciphered frame based on said restored initial value. 

[Claim 7]Data of a frame which a frame which enciphers, and a frame which is not enciphered were 
determined based on a random number generated using a predetermined generating polynomial, and 
was determined that it will encipher is enciphered in each frame unit, and. A random number which is 
an encipherment information regeneration method which reproduces a stream to which information on 
two or more initial values for a random number generation of said predetermined generating polynomial 
was added, reproduces information on said initial value, acquires said initial value, and is generated 
using said generating polynomial. An encipherment information regeneration method characterized by 
reproducing a stream after specifying a frame which is not enciphered as an enciphered frame based 
on said reproduced initial value. 



[Translation done.] 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention]This invention relates to the encipherment information regeneration method and 
playback equipment for reproducing streams enciphered and transmitted, such as a sound and a 
picture. And an object of especially this invention is to provide the encipherment information 
regeneration method and playback equipment which prevent the unauthorized use of music, video 
information, etc. by enciphering streams, such as a sound and a picture, selectively and playing the 
stream to which processing made the encryption part hard to find was performed. 
[0002] 

[Description of the Prior Art]As for a low rate circuit like the Internet progress of the compression 
technology of these days is enabling it to transmit music and a video signal by high definition. Based on 
such a background, distribute information business, such as music and an image, is spreading quickly. 
Although it is very convenient that high-definition music and video information can be easily obtained 
using the Internet, on the other hand, the unauthorized use of copying these information in large 
quantities without an owner s of a copyright permission poses a problem. 

[0003]As a method of preventing the illicit copy of information, including music, an image, etc., many 
methods of enciphering the information itself are adopted from the former. That is, since it cannot 
return to the original information even if copied unjustly if the key used for encryption is not known, it 
is a method kept as a copy which is completely meaningless as a result 

[0004]An example of information transmission using the enciphering method currently performed 
conventionally is shown in drawing 3 . If the line connection of a user (receiver) and a provider 
(transmitting side) is performed, authenticating processing will be made first (Step 1). When a receiver 
is judged as a result of attestation to be (NG) which is not a registered user, it is natural, but a circuit is 
intercepted there. If judged with (O.K.) which is a registered user, contents information enciphered as 
the key (key) used when enciphering contents information, such as music and an image, will be 
transmitted to the user side (Steps 2-4). 

[0005]Here. although it is transmission of the key used when enciphering contents information, a key 
also gives and transmits not a state (nakedness) as it is but a certain encryption. Special data (ID) is 
used for the key for enciphering a key. For example, there are a system ID. a membership number, etc. 
which are data peculiar to the reception (user) side. Or data not to tell is also effective in others, such 
as a credit card number and an ATM card number, as ID. 

[0006]The key which acquired such ID and was enciphered is expressed as Ex (ID. Key), as shown in 
drawing 3 . It means enciphering by certain cipher system Ex() by using as a key ID which mentioned 
above Key which is a key for enciphering music information and video information. It will be set to Ey 
(Key, Data) if encryption of music or video information (Data) is expressed using the same formula. 
[0007] Ey (Key. Data) which is the information on a sound or an image enciphered as Ex (ID. Key) 
which is the enciphered key will be memorized by the receiver. Any data is enciphered, and even if 
copied unjustly, it cannot return to the original music or video information easily. The above is an 
outline of the method taken in order to prevent the unauthorized use of the information on the former. 
[0008] 
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[Problem(s) to be Solved by the Invention]By the way, for raising a user's buying will, even if, also in 
the state of inferior quality, a part of music used as a purchase object and image are followed, as it can 
play freely, and it is advantageous Lycium chinense and (to change into the state where it does not 
encipher) in respect of being various. In order that becoming a problem here may prevent an 
unauthorized use, when enciphering to the whole contents, it is a thing which do not solve a code 
thoroughly and for which it cannot restrict and neither music nor an image can be played at all. 
[0009]On the other hand, in order to enable partial reproduction in the quality of the grade which has 
not solved a code, either, when enciphering selectively, the information (flag) on which portion of the 
stream is enciphered conventionally was provided in the inside of Stream transmitted. Therefore, it 
becomes easy to return the whole contents to the original information, and there was a problem that 
the capability to prevent an unauthorized use declined. 

[0010]Even if this invention does not solve reproduction in a certain amount of partial quality of 
transmission streams, such as a sound and a picture, a code, in order that it may enable. It aims at 
providing the encipherment information regeneration method and playback equipment which can 
prevent the unauthorized use of KONDENTSU powerfully, when a transmission stream is enciphered 
selectively. 
[0011] 

[Means for Solving the ProblemjThen, in order to solve an aforementioned problem, this invention 
provides following the (1) - (7). 

(1) A frame which enciphers, and a frame which is not enciphered are determined based on a random 
number generated using a predetermined generating polynomial, Data of a frame determined that it will 
encipher is an encipherment information regeneration method which reproduces a stream enciphered 
in each frame unit, An encipherment information regeneration method characterized by reproducing a 
stream after specifying a frame which is not enciphered as an enciphered frame based on a random 
number generated using said predetermined generating polynomial. 

(2) Data of a frame which a frame which enciphers, and a frame which is not enciphered were 
determined based on a random number generated using a predetermined generating polynomial, and 
was determined that it will encipher is enciphered in each frame unit, and. It is an encipherment 
information regeneration method which reproduces a stream to which generating polynomial 
encipherment information as which information on said predetermined generating polynomial was 
enciphered was added. An encipherment information regeneration method characterized by 
reproducing a stream after specifying a frame which is not enciphered as an enciphered frame based 
on a random number generated using said generating polynomial obtained by solving a code of said 
generating polynomial encipherment information. 

(3) Data of a frame which a frame which enciphers, and a frame which is not enciphered were 
determined based on a random number generated using a predetermined generating polynomial, and 
was determined that it will encipher is enciphered in each frame unit. and. Generating polynomial 
encipherment information as which information on said predetermined generating polynomial was 
enciphered. It is an encipherment information regeneration method which reproduces a stream to 
which initial value encipherment information as which information on two or more initial values for a 
random number generation of said predetermined generating polynomial was enciphered was added. 
Solve a code of said generating polynomial encipherment information, and restore said generating 
polynomial, and. A random number which solves a code of said initial value encipherment information, 
restores said initial value, and is generated using said restored generating polynomial, An encipherment 
information regeneration method characterized by reproducing a stream after specifying a frame which 
is not enciphered as an enciphered frame based on said restored initial value. 

(4) A frame which enciphers, and a frame which is not enciphered are determined based on a random 
number generated using a predetermined generating polynomial. Data of a frame determined that it will 
encipher is encipherment information playback equipment which reproduces a stream enciphered in 
each frame unit, Encipherment information playback equipment characterized by reproducing a stream 
after specifying a frame which is not enciphered as an enciphered frame based on a random number 
generated using said predetermined generating polynomial. 

(5) Data of a frame which a frame which enciphers, and a frame which is not enciphered were 
determined based on a random number generated using a predetermined generating polynomial, and 
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was determined that it will encipher is enciphered in each frame unit, and. It is encipherment 
information playback equipment which reproduces a stream to which generating polynomial 
encipherment information as which information on said predetermined generating polynomial was 
enciphered was added, Encipherment information playback equipment characterized by reproducing a 
stream after specifying a frame which is not enciphered as an enciphered frame based on a random 
number generated using said generating polynomial obtained by solving a code of said generating 
polynomial encipherment information. 

(6) Data of a frame which a frame which enciphers, and a frame which is not enciphered were 
determined based on a random number generated using a predetermined generating polynomial, and 
was determined that it will encipher is enciphered in each frame unit, and. Generating polynomial 
encipherment information as which information on said predetermined generating polynomial was 
enciphered, It is encipherment information playback equipment which reproduces a stream to which 
initial value encipherment information as which information on two or more initial values for a random 
number generation of said predetermined generating polynomial was enciphered was added, Solve a 
code of said generating polynomial encipherment information, and restore said generating polynomial, 
and. A random number which solves a code of said initial value encipherment information, restores said 
initial value, and is generated using said restored generating polynomial. Encipherment information 
playback equipment characterized by reproducing a stream after specifying a frame which is not 
enciphered as an enciphered frame based on said restored initial value. 

(7) Data of a frame which a frame which enciphers, and a frame which is not enciphered were 
determined based on a random number generated using a predetermined generating polynomial, and 
was determined that it will encipher is enciphered in each frame unit, and. A random number which is 
an encipherment information regeneration method which reproduces a stream to which information on 
two or more initial values for a random number generation of said predetermined generating polynomial 
was added, reproduces information on said initial value, acquires said initial value, and is generated 
using said generating polynomial, An encipherment information regeneration method characterized by 
reproducing a stream after specifying a frame which is not enciphered as an enciphered frame based 
on said reproduced initial value. 

[0012] 

[Embodiment of the Invention]The encryption disposal method of the stream in one example of an 
encipherment information transmission method is shown in drawing 1 . Drawing 1 (a) shows the frame in 
a sound or an imaged stream. When voice data is linear PCM, there may be no concept of a frame into 
a stream, but the concept of a frame can be easily introduced by making hundreds " the data for 
thousands samples into one frame, and inserting a frame alignment signal in the head. 
[0013]It is general because of saving of transmission according to compression audio or a compressed 
image by progress of the compression technology of these days of a transmission time. In the case of 
compression audio data, the concept of the frame is always introduced, if it is compression by a fixed 
rate, each frame will serve as the same size, and if it is a variable rate, it will become different size for 
every frame. In the case of compressed image streams, although based also on compression 
technology, it becomes with generally different size for every frame in many cases. Anyway, since the 
size of a frame is not the contents of this invention, and directly related, in drawing 1 . the same size 
shows it. 

[0014]Here, the random number value generated by the specific generating polynomial is shown in 
drawing 1 (b). When a random number value is "0", encryption of the frame is not performed, but the 
frame shall be enciphered when a random number value is "1." A sound or an imaged stream is 
enciphered at random per frame based on a random number value, as shown in drawing 1 (c). 
[0015]If such processing is performed, unless a code is restored, it is clear that a normal sound or 
picture are not reproduced. Since the data (Data (n)) of the enciphered frame is expressed as Ey (Key. 
Data (n)), it enciphers key (Key) using ID like a conventional system to maintain safe intensity. The 
enciphered key information is expressed as Ex (ID, Key), and safe intensity is the same as a 
conventional system. The focus here is whether enciphered per frame. Since handicraft processing 
whether to solve a code for every frame of a stream will be required even if the key (Key) is stolen, in 
order to return the whole information to the state of perfect origin, it is clear that remarkable time and 
effort is needed. Thus, since it makes it hard to find out where the portion enciphered is, this example 
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can raise the safe intensity to the unauthorized use of contents rather than the conventional partial 
encryption method. [ it ] 

[0016]Next, the random number generation used for the determination of whether to encipher is 
explained. Since generating of a random number is easily realizable by the M sequence signal generator 
and soft processing based on a generating polynomial specific like the wisdom of the many, although 
detailed explanation is excluded, it is a meaning which secures safety about the degree of a generating 
polynomial, and is good to determine in consideration of the following points, 

[0017]If the degree of a generating polynomial is set to m now. the random number generated will be 
patrolled by 2*^-1 time. Therefore, it is desirable to set up the degree m so that "2"^-^" may become a 
sufficiently bigger value than the total frame number of a sound or an imaged stream. For example, if 
frame frequency shall be 100 Hz from contents of 2 hours, the total frame number will be set to 7200 
second x100=720k. Therefore, m is enough if it is made or more into 20. Since the kind of specific 
generating polynomial which can generate a random number also increases the more the more the 
degree m becomes high, supposing it is m= 20, for example, it will become a situation already next to 
impossible to find out the generating polynomial actually used. 

[0018]In this example, in order to raise safe intensity, it is making to encipher and transmit also about 
the generating polynomial for a random number generation into the feature. Generating polynomial type 
encryption can be expressed as Ez (ID, generating polynomial). Even if it makes cipher system EzQ 
here the same as cipher system Ex() when coincidenceHzing the key (Key), it is satisfactory, but if it is 
going to raise safe intensity, it is also possible to change a cryptographic algorithm, 
[0019]As mentioned above, the encryption transmission method of streams, such as a sound, a picture, 
etc. in this example. It is [ whether an applicable frame is enciphered and ] determination sushi ****** 
based on the random number generated by a specific generating polynomial, without establishing in a 
stream the flag information etc. which not the whole but show a stream for which frame it enciphers 
selectively and is enciphered. In order to secure safety, the information about the used generating 
polynomial is enciphered and it transmits to a receiver. 

[0020]The flow of these processings is shown in drawing 2 . the data Ey (Key. Data (n)) which 
enciphered the data Ex (ID, Key) which enciphered the key (Key), the sound, and the imaged stream in 
drawing 2 — in addition, the data Ez (ID, generating polynomial) which enciphered the type of the 
generating polynomial for a random number generation is transmitted to the receiver. Although 
"transmission of the initial value table for a random number generation" is indicated to Step 14 of 
drawing 2 . about this, details are mentioned later. 

[0021 ]If drawing 2 is explained briefly and the line connection of a user (receiver) and a provider 
(transmitting side) will be performed, authenticating processing will be made first (Step 1). When a 
receiver is judged as a result of attestation to be (NG) which is not a registered user, it is natural, but a 
circuit is intercepted there. If judged with (O.K.) which is a registered user, in Step 12, the key (ID) for 
enciphering the type of the key (Key) and a generating polynomial will be acquired, and the data Ex (ID, 
Key) and Ez (ID, generating polynomial) which enciphered the type of the key (Key) and the generating 
polynomial will be obtained. In Step 13, acquisition or a random number is generated for the data Ey 
(Key. Data (n)) which enciphered contents information, such as a sound and a picture, and the data Ey 
(Key, Data (n)) is generated. Ey (Key, Data (n)) which is the data (what naturally also contains the data 
of the frame which is not enciphered as shown in drawing 1 (0)) which enciphered contents information 
in Step 14 — in addition, Ex (ID, Key) and Ez (ID, generating polynomial) — the data of the initial value 
table (two or more initial values for a random number generation) for a random number generation is 
further transmitted to a receiver. 

[0022]In the data Ez (ID, generating polynomial) which enciphered the type of the generating polynomial 
for the data Ex (ID. Key) which enciphered the key (Key), and a random number generation, although 
the key for encryption serves as the same ID, Since mutually different information may be used, how to 
use a system ID for ID of Ex (ID. Key), and to use an ATM card number for ID of Ez (ID. generating 
polynomial) can be considered, for example. 

[0023]As a transmission medium which delivers the information from the transmission side to a 
receiver (reproduction side). Since it is big capacity even if the transmission stream Ey (Key, Data (n)) 
of the enciphered sound or a picture is condensed information, recording media, such as not only 
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circuits (an optical cable, an electrical signal cable, etc.) but an optical disc and a magnetic recording 
medium, may be used. 

[0024]As encipherment information transmission equipment which realizes processing shown in 
drawing 2 . A means to determine the frame which enciphers to the stream which consists of two or 
more frames based on the random number generated using a predetermined generating polynomial, and 
the frame which is not enciphered. A means to encipher the data of the frame determined that it will 
encipher in each frame unit, A means to generate the generating polynomial encipherment information 
which enciphered the information on said predetermined generating polynomial, The encipherment 
information transmission equipment provided with a means to transmit a means to generate the initial 
value encipherment information which enciphered the information on two or more initial values for the 
random number generation of said predetermined generating polynomial, the stream which enciphered 
selectively, generating polynomial encipherment information, and initial value encipherment information 
can be considered. 

[0025]By the way, the method of not establishing in a stream the flag information etc. which show 
whether it is the frame which enciphers a stream selectively per frame and is enciphered as having 
mentioned above is very excellent in the field of the safe intensity to an unauthorized use. However, in 
reproducing from the middle of a stream, there are the following disadvantageous fields. Namely, since 
generating of the random number which determines whether encipher or not is continuously performed 
per frame, if it is going to reproduce from the middle of a stream suddenly, the random number 
generation from the frame of the beginning of a stream to an intermediate frame (namely. — up to the 
frame which starts reproduction) must be performed for a short time. This is dramatically difficult. 
[0026]By this example, in order to solve this problem, as shown in Step 14 of drawing 2 mentioned 
above, two or more initial values for the random number generation computed beforehand are prepared 
(preparing an initial value table), and it transmits to a receiver, every [ for example. ] 100 frames — that 
is, if frame frequency is ICQ Hz, it will become a random number value in one second bit. Since one 
initial value is the size of m bit when the degree of the generating polynomial for a random number 
generation is set to m, for example to contents of 2 hours, an initial value table serves as a 7200*m bit. 
When reproducing from the middle of a stream, since it understands what present frame there is from 
the beginning easily, with a frame address, a time code, etc., If the optimal initial value is chosen from 
an initial value table and it is set as a random number generator, it will become possible to have a 
random number generator in a desired state by the very slight number of steps. 
[0027]Thus, it becomes more nearly renewable than the arbitrary positions of a stream also by the 
method of not establishing the flag information etc. which encipher a stream selectively and show 
whether it being the frame enciphered in a stream. When transmitting the initial value (initial value 
table) of these plurality to a receiver, it may transmit as it is. but it is clear that it is safer to encipher 
and transmit. 

[0028]In the transmission method which the above explanation enciphers a stream selectively and does 
not establish the flag information etc. which show whether it is the frame enciphered in a stream. In 
order to make it possible to reproduce from the middle of a stream easily, the method of transmitting 
the initial value table for a random number generation from the transmitting side was introduced. 
[0029]When the generating polynomial for a random number generation is known a priori by the 
receiver (reproduction side) which is a regular user, it is possible to create an initial value table in 
advance of reproduction of a transmission stream. Or it is also possible to create not an initial value 
table but the random number value itself. Because, since a random number value is 1 bit of "0" and 
"1 it is realizable size even if it creates the random number table for the total frame. For example, if 
frame frequency shall be 100 Hz from contents of 2 hours, the total frame number will be 
7200x1 00=720k bit =90 K byte. 

[0030]On the other hand, in the case of the initial value table mentioned above, if it tends to be 
considered as the degree m= 20 of a generating polynomial and is going to create the initial value table 
in every 100 frames, it will become with 7200x100x20 / 100 bits = 18 K bytes. Although the direction 
which transmitted or created the initial value table considering the field of the memory size in a 
receiver (reproduction side) is excellent, it seems that the direction of the random number table 
corresponding to the total frame generated by a receiver is excellent in user-friendliness. Anyway, 
reproduction from the middle of a transmission stream can be performed easily, securing the safe 



http://ww4Jpdl.inpit.gooWcgi-bin/tran_wcb_cgi_ejje?atw_u=hltp%3A%2F^^ 



intensity to an unauthorized use. 

[0031]Here, the following methods can be considered about the regeneration method (receiving 
method) of a transmission stream mentioned above. 

(b) The frame which enciphers, and the frame which is not enciphered are determined based on the 
random number generated using a predetermined generating polynomial, The data of the frame 
determined that it will encipher is an encipherment information regeneration method which reproduces 
the stream enciphered in each frame unit. An encipherment information regeneration method 
characterized by reproducing a stream after specifying the frame which is not enciphered as the 
enciphered frame based on the random number generated using said predetermined generating 
polynomial. 

(**) The data of the frame which the frame which enciphers, and the frame which is not enciphered 
were determined based on the random number generated using a predetermined generating polynomial, 
and was determined that it will encipher is enciphered in each frame unit, and. It is an encipherment 
information regeneration method which reproduces the stream to which the generating polynomial 
encipherment information as which the information on said predetermined generating polynomial was 
enciphered was added, An encipherment information regeneration method characterized by 
reproducing a stream after specifying the frame which is not enciphered as the enciphered frame 
based on the random number generated using said generating polynomial obtained by solving the code 
of said generating polynomial encipherment information. 

(**) The data of the frame which the frame which enciphers, and the frame which is not enciphered 
were determined based on the random number generated using a predetermined generating polynomial, 
and was determined that it will encipher is enciphered in each frame unit. and. The generating 
polynomial encipherment information as which the information on said predetermined generating 
polynomial was enciphered. It is an encipherment information regeneration method which reproduces 
the stream to which the initial value encipherment information as which the information on two or more 
initial values for the random number generation of said predetermined generating polynomial was 
enciphered was added. Solve the code of said generating polynomial encipherment information, and 
restore said generating polynomial, and. The random number which solves the code of said initial value 
encipherment information, restores said initial value, and is generated using said restored generating 
polynomial, An encipherment information regeneration method characterized by reproducing a stream 
after specifying the frame which is not enciphered as the enciphered frame based on said restored 
initial value, 

(**) The data of the frame which the frame which enciphers, and the frame which is not enciphered 
were determined based on the random number generated using a predetermined generating polynomial, 
and was determined that it will encipher is enciphered in each frame unit, and. The random number 
which is an encipherment information regeneration method which reproduces the stream to which the 
information on two or more initial values for the random number generation of said predetermined 
generating polynomial was added, reproduces the information on said initial value, acquires said initial 
value, and is generated using said generating polynomial, An encipherment information regeneration 
method characterized by reproducing a stream after specifying the frame which is not enciphered as 
the enciphered frame based on said reproduced initial value. 

[0032]As encipherment information playback equipment which realizes the above-mentioned 
regeneration method, A means to solve the code of said generating polynomial encipherment 
information, and to restore said generating polynomial, A means to solve the code of said initial value 
encipherment information, and to restore said initial value, and the random number generated using said 
restored generating polynomial, Based on said restored initial value, encipherment information playback 
equipment provided with ****** which reproduces a stream based on the information on the existence 
of the encryption after a means to specify the frame which is not enciphered as the enciphered frame, 
and ** as which the existence of the encryption for every frame was specified can be considered 
[0033] 

[Effect of the InventionjAccording to [ above passage ] this invention, the whole contents information, 
such as a sound and a picture, is not enciphered and it is enciphered selectively and at random, And 
since the transmission stream which it is made hard to find out which portion the portion enciphered is 
is reproduced, reproduction which raised the safe intensity to the unauthorized use of contents can be 
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performed. [ it ] Since the information enciphered selectively and at random without enciphering the 
whole contents information is reproduced, it is very advantageous to being able to perform freely partial 
reproduction in a certain amount of quality, and making a user's buying will increase. When reproducing 
the transmission stream to which the information on two or more initial values for the random number 
generation of a predetermined generating polynomial was added, in the time of reproduction, 
reproduction from the middle of a transmission stream can be performed easily, securing the safe 
intensity to an unauthorized use. 



[Translation done.] 



http://ww4.ipdLinpit.goJp/cgi-bin/tran_web.cgLejje?atw_u==http%3A%2F%2Fwww4J 



* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2. **** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing li lt is a figure showing encryption processing of the transmission stream treated in the one 

example of the encipherment information regeneration method in this invention. 

[Drawing 2l lt is a figure showing the flow of the transmission stream generation treated in the one 

example of the encipherment information regeneration method in this invention. 

[Drawing 3l lt is a figure showing the conventional encipherment information transmission method. 
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, im-iti'noyi'-J^tii^itinh^^^^y 
j^cr)^-^f/K-§.y u-j^mixtimt^ix^trnz. m 

w^ifrnxh-^x. 

±s&^im^m^^x%±^ix^imizmrs^ , amit^ 

titzyiy-J^ti§mt^tiX\.^K/:\-^yu-M.ti'^^L 

umms ] mi^c^yskf&^mjK^m^^x^^^tmm 

Aa)^-'?-¥^y u-j^miiLXSi^it^ti^ ti^iz^ m 
Xh -5 X . 

mjt^ixfzmimmmtizm-:^^ . ^^mt^ixfz y v- 

[ if *iH 4 ] vf\1^ay^Lxm'i^■^'t mv^x^'k.^ixh m\ 

\.Zm^^ , Bf^i-fk^^T-? 7U—Ai:Bi^i-fb^tTi9^V>7 

A<7)T-:^'Ai#7 L — i.^fii-C'Bi-t-fl:$iXfcX h ij -A 

'JS^bt--g> Bg^fl:ffi|f5?3ji!£KBT-S) r , 

^ , '^^WL^h.fz yu-J^t simt^ixX ^>Sr\, ^ 7 1^- 



Acox- ^ *i#7 1— A^fiT'Bf ^-fbSii-^ i: , m 

imj^cr,^!&^m^<7)mmfjm^it^iifz±fiz^m^m 
n^^mxh-^x. 

±h^^ru^im^^x?%±^ti?Mx^zm-i'^ . Bg^ft:§ 

tlfzyU-J^t V^mt $ ilT I V ^ 7 P - A t ^^^5e L 

msme ] ¥ni&cr)±fS.§'m^imv^x^^.^ixmm 

tcS^$, Bf-f-(t:^^T-5 7L— Ai;B§-^(l:&ff;b^-V >7 
l'-J^t:f3^k^^ix. Bf-^mSr^f d t^;ft5g$i^7'-:7^ - 
Ac^r-:^'//#7^-Ai^^4T•■Bi•^'^L$il-^) tfttc. m 

mfnMco'i^^m^c^mm^pm'^^tt^ixfz'AifS.-S'mstm 
^itmmt . mMpf(j^c)^iJii^m^(^)im^^(r)fzi^(7^ 

xh-^x. 

lute^^^ja^Bf-^-fb+f^goBg-tSTfl^^Mia^fiic^xiit 
wt^fd-zmimmh^zm-s^ . ^%^\t^fvtzyv- 

A h Bf -t-f b § ilT V U 7 1^ - A 2r ^^.te L f^t3 . X 
Y IJ-ACOH^^^TO Ci: &#mtt--g.Bi-^fb«fgS4 

[i««i«7 ] n'^ei^^^^m^^WiV^x^^'^tthmi, 

\Z^-^% , Bf-^-fb^tTd 7^ -A,^;Bg-^{b^r^T;b^n >7 

u— Ai://?^^^?ix, Bf^itSrff 3 t^^5g$i^/c7^- 
AcoT-^*^■#7^-A#fiT■■Bf^^l:§i^•i> t^^tC. HU 

im^co^Ai^^m^coimmLcr,fz>^<7)mm<7^)^mmc^) 
mtimm(r)^m^M^ixmii^mmim. mm^^ 

- Bf-^fL$fLfc7^-AtBt-f-^t$ii-C».^^r 
V ^7 P -A t i'^^r^LfzmiZ. X h V -ACOS^t^ff 0 

[000 1] 

ixfz'^fS'^mmVc^X h [)-M,in±-r^fz>shcr)VB-mt 

mmn^-jji^Ri/w^mwizmt ^ t ^r-^^ a , ^ t 
•c, zcD^mamz, 'ap'^mimoxhv-j^t^m^ 

m^zs^mt^ii, *^oBf-^fb@iFJr^l.o{tli< Lfzmm 

i:m^ixfzx h ') -A in±i-i> zticx-ox, ^m'^-' 

[0002] 



(3) 001-156772 (P2001 -ch=#T^ 



t h tc. ^s$=^B!ftff<=5:i:V)ffl fgid(ih••i;•^^X*^ 
[00 0 3] #i§i^B*fft^cr)'lt^l?c0^iE«^^fiS±t-S 

[ 0 0 0 4 ] 03 tc, |;t*J; 0^WLTV^>5,Bf^-fl:^at 

SfiliM^I^— ^-■C'{i:=5r«'^ (NG) i:*ij^$ix 

Kfia— tf-f*-g) (OK) i:5t^i)5E§iaSh, a^T^y 

[ 0 0 0 5] ^^-c-\ 3>-7^>"yit$l?^Bg-^{t:-r^^tc 

-arBg^^t-r-&^c*^c7):Jf-lc(i!f^a^x-^ ( I D ) 
T'^) ^ X 7- A I D i; /i^^HS-^;^: f *^'^> -i. . ^{i . 

[00 06] ^(^J:3^I D&JR^LtBi-^fkt/i^- 
td, ll3(C5FLfcJ;'3(-Ex(ID,Key)i:^i||?tl-g.. 
ffi?S^^a;ftff<tf ffi^ Bf ^^b-r 7t;y)C0^ - Tfc I. Key ^ , 
mitLfz\\)^^-t\.X . hh Bf -t-fL^rs^Ex ( ) T-Bg-^ib 

•^-B^fSWIf/ (Data) <^^^\t^mm- h h . Ey(Key,Dat 

[0007] 'gftMWC{iBi-^jt.$iX7t;^--C-^=)-g. Ex (I 
D.Key)fc, Bg-f-^|:§n/^^^^l!*m<7)fflfST'^>l, Ey(Ke 

y . Data ) f?WA ^Kh:iUZts:h. f5IfL(7)7= - ^ t Bf -f- 

%'m.{mm.zWtZh-b'^X'%ti:\^h\^Xhh. \:X}l 
[00 OS] 



$r , fztt ifpM*iSv ^m^T-i, S ifcS^T-^ I. J; 3 
LTioiK^i: (Bf-^fl:L^t^1*®.c7)^StcLT*3<^ 

<50*^\ T-'sEmm^W}±-t^fzisbiz, ay^yy-^mzvi^ 
m\LimLtzm^l,z\3.. i%^i:^±t.zmipti:^M^ , ^ 

< mm'^m^ s ; t t^x ^Kc^^zt xh h 

[ 0 0 0 9 ] , ^^^^mt)^t£<XiohhnMO)ffu'm. 
X'U'^mtc^^^^^ b -t^ tzibiz , gp^^WtcBg-^-ft^ 

^tiXV^:t>t>^'S^fpcr)mm iyy-y^-) ^, fEi2^$iX-5.X 
[0010] zcowm. ^fS^Bf^^iOfsiMx h ij- 

j^(r)W'my<£hhn^<^s'anx<^m^i . Bi^^si^^^j: 

[0011] 

mm:mm-hfz^(^^m ^zx\ iMMm^wdk 

-thfz^\zi^Wm. Tie ( 1 ) - ( 7 ) ^\M%-th>^ 

•ri. Bf ^^i::ttfi?H^*ST-.t) -5 T , mmj^<r)±fii^m 

-J^b9i^it^tiX^^^j:\>^yV—J^b^:n^tfzmz. 
X h U-AcoS±S:tf 'J ^ t ^^ilch-r-I.Bi-^'fbfflffifl 

( 2 ) F;r^c7)±fi)<;^Jlit5rffli, iTffe^^i^•6^Ll!t^c*o' 
§, 9m^ti'^oy\y-J^b'i§n-it^nh^^-^yv—J^ 

bmk^^ix. fi^^-it^nd b-ikJ^^ixfzyU-l^c7i^ 
- 9 y I— A Jp.{>iT-Bf ^ft S .?> t itt; ^ mimiS. 

(^^m'^^^<^>^mm^mY.^Mz>^m'^w^^{m 
. itFieifefR'^iij^Bf-tfttfigc^jBi^^f^i^ , 

lSt-t^Bg^.fk'ififiS#^:>jft„ 

'i%^W'^oyv-2^b^%^\YA'^ht£\^y\ — a 

^iB)c^iIjt<7)fflffi«^Bi^jl:^ix/::i}£BX^iIj^Bi^(l:ffi 
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-i , Bi-t-fb § tL/c 7 U - A >: Bf^-fb $ fir V »^ V ^ 7 1/ 

5^ & ffl V n -5. SL^tc* # . Hf $ ix^^ 7 1^ 

-At Bf^ft.$^-LTV^=5:i'V7 P-Ah S-iRf^LT'^f^t;. 

i:*^?^.S$^x. Bg-tfb^^Td i:?*5t§ix/L':7L--Ac7)7^- 
-:?y:;^#7W -A#f4-r-Bi-9-ft$ixS t^^tc. mieFjfJt 

co:tRi<;^il5tcots$s//Bi-^ fb $ii/c±j5it^ili^Bi-^^bffi 
wmm^tLfz^ h u-A^m-r-sBf-^-fb+tfRS^fe^ 

'i^hixfzm^±f&^m^^m^^x^±^ixhiimzm-:i 
^ , v§mt&ri 3 7 u-A t Bf ^-fbSrtf ^?^v^:7 1/ -A 

timm^iX, Bf-^-fb^fi') h^^Jt^^lJ'c^U-AcT^-f- 
- 7 1/ - A me-CBg-f-^b § it S i: ^tttc , fiieF;f 

c^y^^^m^c^mm^iim^t § n^c^iS^Jij^Hf ^ fbw 

^ixfzx h u-A^s^-r^Bf^^b'ff#s^fe^aT-*)'> 
m^^'iS.7ti-6tmz^ Huic*]KHiiiBg-t'fbtt$soDf-?-^ 
m^^x^^^ii^iimt . mTt^tifzmii^mmt tea 

-Sg: , Bi-f-f b $ iXT^C 7 1/- A t Bi-^-fb$ ixT I V-* 7 1^ 
-At ^t#5EL7^^fifeC, XhV-M.<7)M±^noZti: 

nmt ^^Bf ^-fbffl $i?s*^Bo 
( 7 ) pji;m^)±f&^^M^im^^x^±^tihn.mzm':> 

Bi-^fb?-^f 9 71— AtBf-f•^bS:^f;b^v^:7^-A 

t*»?^5E§ix, B|^fb5r^T-5 i:?^^^$tL;^^7^-Ac7)7^- 
- ^ 7 1. -AijifiTDg fbSnS t fttc . mMPm 



tmmmt tcKc5-& . Bf -^-fbstiT^c 7 w-A t Bg-^-fbs 

[00 12] 

mm<^mmmm] nuc, Bf^fbffiigfsii^j-a^c^j- 

*))fi^JC*3(t^X h U -Ac7)U#^fb5iia:^ffiSr7i^t-. EI 
1 (a) (i. ^^Sf^fiBimxh y-A|^(7)7U~A^ 

h u -Ai^t:: 7 w - A 1 1 ^ o fzm±.iim^ -^m-^ t 
X. ^c/)^3mzyu-j.mmim^i^Ai-^^ztizi. 

0 . 7 Ix- A<7)ief±Sr^^(c#7v-t-5> t h . 
[ 0 0 1 3 ] ^^c, Bt4-OEaStSffic7)jl*t: J; 0 , ESS 

'^p'^E.mmimzj: ^ immmmmmmc^fzub^z- 
«tWi:^o-cv^§. Em^^T-^com^izii, 'H^-ry 

X'htii.i^yiy-Mm-^4 Xt^O , '5T^u- hx- 

^)ti(f7w-Attt3P^i>-t-fxt>^^, t.fz. mmm 
m:^ h o-2^(^M-^ui. j±mif^i>zijX^i)'i~m^i,z 

a 7 A»tcS=5r S -tf -f X t c t v n Miatc; 

(?5T\ 01 tciJV^TtilB]— +;--<XT-^i^LTv->^, 
[0014] zzx\ ^^^c^y^M'^mmzJ: ^m^^ti 

tziimm^m i ( b ) tc^^. sLi^fi*^ r o j c7)t 

^(^yu-J^coBi^mrnhi', iimm r i j cotg^ 

{i-e<?)7^-A(7)Bf-f-fbSr^Tdt>C0t-r-l.o 

infix hU-Afi, Ell (c) iz^.lfzXolz, imm 

7 u-j^max-y yrMzsmit^ixt « 

[0015] C<5DJ; -5 ^XaHSrliifeLTiJWf. Bf-^JrlS 

t^ti^X-hh. iimt^tlfzy]y-J^C')r-'—^ (Data 
(n)) {i, Ey(Key,Data(n))t^ig$t!.§c7)-C-. ^fc^S*)^ 
Srf*'3^3{it«*:friti:|5jl:.J:dt'^- (Key) ^ID^ffl 
^^Xmmt^h. 9§mt^Kfz^-mmii. ExdD.Key) 

tmm^ti. ^^i^mim^:f^j!itmtx$)h. zzx 
(omwLf^u, 7 ]y-j^M^iiLxmmt^ixx^^i>-/}-'Si?'X' 

hh. MtC, ^- (Key) *i^tix;^ci: LTt, X h 'J 

-A£07P-Aft(cBi^Srftl<*^5;6v,)i^fme^^c!;iiIi 

{S. i)^^£'^<^^W3^'S!M}:.ts:hZt\,i^¥^ht^X'hh. Z 

<ni.o^z^ ^mm\\t^^\\L^ttx^<^h^%t)mm:h 
hMiibtZtiiK'^h. 

[ 0 0 1 6 ] Bf-^fb^'fl') *^5*'C0?^5Et;ftffl$ 

ti^tim^^^z-^^^xim-ti. iimco^^^i. 

*p< . '\^j^<y)±fS.^m^^zm-:i< M.^?ijft-tfi^tf§^y 

7 h 3!aaT-§^ izmmx- ^hcr>x\ nmmmm < , 
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[ 0 0 1 7 ] -^t. ^fii^mi^comximti-^ t . 
mnf. 2mm(r)--]>r->yx\ yu-M,mm%^ 

1 OOHzb-tht, ii-yU-J^ma. 7 2 00#xl 

0 0 = 7 2 0ki:^^.. fS-:>i:, m(i2 QJiLhtcWf 

= 2 0T-<fc.2>i:-r-Sh, ^^tCfJffl$ix-rv^^±Bic^iI 
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EzOii, df- (Key) iri^-^it-f^ t^CDm^itU 
xtExO i; [5] t (C L T i>Pcnii{iiE(.^;^;\ ^- LX h^^^m 

th^mx-t)^. 

[0019] m±Oj; *IIMf5i)(cfcttl.Wf& ■ m 
it^tlX^^^:h^'S/3^^^-ty y ■/^■■'Itlfi^'fc'ar;'. b U- 

m^miz, smy u~j.?:s§mftht^m^^m^^L 

^i&^m^izm-tmmiamitLx^mimzim^ 
•5> „ 

[00 2 0] zixi^<D^mc^yn—i^ I12(c;^-r. H 

2(CfcV>T, ^- (Key) $rBi-^ft; Lfcr-^^ExdD.Ke 
y) , ^p^^BffiX h 'J-ASraf-f-fbL7-c-r-^Ey(Key.D 
ata (n) ) (CjD ;t T , SL?X^i<7)7^c*^O^fi)c^IIi':0 ^' 

':>\'^Xiitm^mt-t6. 

[002 1 ] m2i<z-:>^^x^mzimi-^ t . r- 

( ^mm ) h r oy s-^ r- ( jMfSfi ) t c7)ii]istgigAnT 

1 ) » fSMcoStS*, ^fi(RWiEJii-#-T'(i^rV^ (N 
G) t¥iJ5g$ix^i:. SMc7)Ci:-C*-l.*^\ ^ZX^m. 
mm^tih. lEm— (OK) t^ij^^ix 
hb. Xf- xri 2tCi3I.^T, ^- (Key) RX/^f^SL^ 

- (Key) RJ/^^^i-m^C^^ iy'^^^mtLtzv'-^^ 
x(ID,Key)tEz(ID.^iiJt-^Il5t)&t#^. Xr-yri 3 

*j I , • Hftlf ^0 3 > ^ y -yffifg ^ Ht^ib L t"' 
- ^J'Ey (Key, Data (n))^ffi#, -^t::{t. SLISS^iS-lt 



Xr-^'Ey(Key.Data(n))Srifi5<;-r-l.. Xt^vTI A\,Z 
i3(,^-C. 3>'7^y7tf$8S:Hf#'fkLf^x-:J' (HI 
(C ) [z^s-tXo{znm\:^tvZ\<^-^j:^^y\y-I>.cr,i'- 
^h'^m^tshCO) Tibl.Ey(Key,Data(n))(Cjll^T. E 
x(ID.Key) tEzdD.^J^c^Ifs^i), § ^>t:{m^^±Wc 

i^co^utflfB^ (ait^^l£O^^a6OlS?^c0l?jagfi) cor- 

[0022] ;5:iD. ^- (Key) SrHf-Sf-fCLTtiT-^Ex 
(ID, Key) , tiM^<^tz)i^<r)^^^^^:^(n9 r $:Dg-^ 
itLfzf- ^Ez ( ID, ^tfig^ifj^) tcij I ^T, Hf^-fL^O/^^ 

$g^fflV^T t.A^Si5^V^^OT-\ Ex(ID,Key)c7)ID 
iCJii^XT^A IDS:. Ez(ID.4fi!<;-^Iis«:)cOIDm^--\' 

[0023] 'S&mh-h^mm (S^fflJ) ^cOWfgcOS 

m^OfSoM;?. h U - AEy (Key . Data (n) ) //JIffi'lf fgT-$) -> 

[ 0 0 2 4 ] a 2 ^z^^-tmi^mm-thi^^-itimBm 

mmtLXit. mWl.c:r>yU-A/)^(:>^j:6xh'J'-MzM 

t, m^(n±fs.^m^^m^^x^±^ix?>n.mzm-^ 
i:^?*^-r^^at . Bi-f-ft^^fa ^i^sE^ix^^^u- 
^mm^^j^-t^^^b . ^^mz«m^tiff-^fzx h 
u - A ^jiic^ii j^Bf ftw$g t wHflfaBi-^^bfflni t i 

[0025] bZhX\ WmLfzXo\,z.xY^)-j^'i:y 

u-ismtLx^'^m^z^^mt u , ^--^^^mt^txx 

yU-M.Xh^fp^ti^^ir:-tyy-v b' ^XhU 

-MziS.if^j:\^1^mii. T^JESimizM^h'^^^mb 
\^omX'l:^:k^mtiX^^^ . fIL, 

Bi-t'(i:'r^A'S*>^i?iS-r-i.aiic^^±{i:7 k-A#{a 

^n±LXob^^b , y.]-\}-J^cr)mncr>y\y-J^t>^ 

h~M^<ny\y-j^^tx mhM'^^TMh-t^^yi—j^t 

X) cr)tm.^^^m^m\,z<nh-^j:\,ijxl<mi^^j:\,^. Zix 
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